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Common Tasks Supported By DFIR Firms

eDiscovery forensics

Incident response for cybersecurity incidents

Due diligence during mergers and acquisitions

Expert witness investigations and testimony

Incident planning and defense
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Common Types of Cyber 
Incidents

• Business Email Compromise
• Network Intrusion
• Ransomware
• Other Malware
• Insider Threat
• Due Diligence
• Advanced Persistent Threats
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Cybersecurity Incident 
Response
• PICERL
• Identify root cause and affected systems/data
• Contain the attack and client network (EDR)
• Eradicate the threat and remove malicious 
files/policies
• Recover the network and rectify any 
vulnerabilities (PBR)
• Lessons Learned
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Support for Counsel’s Advice

Identify data 
accessed and 
exfiltrated by a 

threat actor

Data mine accessed 
data to identify 

sensitive/protected 
data which may 

require notifications

Identify if 
responsible party 

was internal or 
external to the client

Generate executive 
summary, forensic 

report, or other 
deliverable

Address technical 
questions from 

auditors/regulators

Provide expert 
opinion and 
testimony
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Support for Client’s Recovery

Quickly 
quarantine 

affected systems
Collect and 

analyze evidence Develop IOCs
Leverage IOCs to 

generate 
recovery plan

Communicate 
with threat actor 
and negotiate 

ransom

Conduct threat 
intelligence

Support system 
rebuild/recovery

Provide 
recommendations 

and support to 
harden security
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Support for Client 
Cyber Health

• Retainers
• Incident Response Planning
• Tabletop Exercises
• Proactive vulnerability assessments
• Ensure insurability through 
underwriting preparation
• Managed Detection and 
Response/MSSP
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Threat Actor 
Communications & Payment

• Does the victim have viable backups?
• What are the business interruption costs if no 
ransom is paid?
• Is the threat group sanctioned in any country 
where the victim does business?
• Are the funds for payment available or will 
someone need to front?

Factors to Consider Related to Ransom Payments
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Threat Actor Negotiations
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Threat Actor Negotiations



Proofs of Life

Proof of Data Exfil Threat actor provides list of stolen data 
and/or sample files

Proof of Decryption Sample encrypted files sent to threat 
actor to prove ability to decrypt

Proof of Wallet Viability
Small random sum sent to threat actor
Threat actor confirms receipt by advising 
the payment amount



OFAC Sanctions Checks
Collection of 
Indicators of 

Compromise (IOC)

• IP addreses, URLs, 
email addresses, 
attributed 
geolocation, 
cryptocurrency 
wallet IDs, 
identified threat 
group/ransomware 
variant

Threat 
Intelligence/OSINT 

Investigation

• Extrapolating on 
IOCs to further 
attribute activity to 
a specific threat 
group or country

Check Sanctions 
Lists

• Multiple countries 
have sanctions 
lists.  US is always 
checked.
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Cryptocurrency 
Transfer
• Blockchain contains persistent leger of 
cryptocurrency transactions
• Transfer occurs digitally from one wallet to 
the public address of another wallet
• Transaction is confirmed when it is recorded 
to a mined block of the blockchain and that 
new transaction is six blocks deep.
• Message sent to Threat Actor to confirm 
transfer and for them to fulfill their promises
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Ankura’s
2021 

Threat 
Trends
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Current State of 
Cybersecurity
• Ransomware attacks down 37% beginning in December 2021

• Conti and some smaller groups have escalated in March 2022
• Business email compromises remain a consistent threat
• All cyber breach related services are reported the slowest two 

months they’ve ever experienced at the beginning of 2022
• Log4J and Exchange ProxyShell are most exploited vulnerabilities

https://www.computerweekly.com/news/252512245/Ransomware-attacks-dropped-37-in-December-claims-NCC
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Nation-State APT Groups

• Damage reputation by defacing government/agency 
websites or DDoS

• Steal research/trade secrets from manufacturing and 
academia

• Manipulate politics through spread of misinformation 
or stealing and leaking sensitive data

• Conduct cyber espionage
• Damage infrastructure through cyber warfare

https://therecord.media/hackers-deface-ukrainian-government-websites/
https://www.politico.eu/article/minister-ukraine-websites-down-in-another-massive-online-attack/
https://www.nbcnews.com/news/world/russia-attempting-steal-coronavirus-vaccine-research-u-s-u-k-n1234021
https://www.washingtonpost.com/world/national-security/how-the-russians-hacked-the-dnc-and-passed-its-emails-to-wikileaks/2018/07/13/af19a828-86c3-11e8-8553-a3ce89036c78_story.html
https://apnews.com/article/technology-russia-europe-hacking-espionage-5bd6870ed499856534187827c5506c42
https://www.wired.com/story/russian-hackers-us-power-grid-attacks/
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Anatomy of a Common APT Attack

Perpetrate Perpetrate intended action (steal data, deploy malware, 
deface website)

Deploy Deploy redundant backdoors for persistence

Enumerate Enumerate network and steal credentials

Deploy Deploy remote access backdoors (webshells)

Gain Gain access to target (exploit vulnerability or spear 
phishing)
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